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METHOD AND AFf>V»ATUS FOR ASYNCHRONOUSLY TRANSFERRING 
AT LEAST ONE MESSAGE SIGNAL 

fOOOllThc present atpol ication hereby claims Priority under^ 3 5 U.S.C. ^119 on 
European patCTit app lic ation number EP 02024267.3 filed Octobfe r 2002, the entire 
contents of which_ar_e hereby incorporated hettsin by referencft. 

Field of the Inventio n 

r00021 The invent i/in gencraTlv.relates to a method and an apparatus for 
asynchronously transferring at least one message signal in a chcnt/server architecture, 
particularly within a cninmand system implemented by fflea*Wrwax.of such an 
architecture. 

Background of the In vention 

rOQ031 O n accoupi <.^r Intemei lechnology, which has been progressing further and 
further particularly iiv recent times, and all the associated communication and 
application solutions, ij is possible even in command systems for controlling and 
observing a technical installation to spot the trend for developing such command 
systems by incorporf^i n g methods and solutions from the field of Internet technology. 

f 00041 T he particuhr effect which is intended to be achievec| by this is that the 
control stations (operator icmiinah) in ihe command system become largely locally 
independent of the sitc^of the technical installation. In addition, the intention is for it 
no longer to be nece> -^ry to install special control and observation software on the 
control stations in oirj/r:.! to be able to control the technical installation. A client 
computer with an in<;Hi]ed web browser will be sujfficient for this. 

rOOOSl Such a corr]jnand system allows a technical installation to be controlled 
Temotftly» aiid in many rr;iSGs the control room within the technical instollDrjon no 
longer needs to be occupied or no longer needs to be occupied all the time. 
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£000gL— ,In many Kiiovvn command systems, alarms within the techmeal installation 
are often reported notrcj^ly by MeftM-wax.of visual display, for example on a screen 
or a large screen, but'al5:o audibly, for example by fnecfts-ya y o f a signal horn or a 
claxon,jniis-^^4Hel=v/vV^^^^^ when an alarm message requiring rapid action appears, 
emits a loud cone at jv j^rticuiar frequency in order to give a clear indication to 
personnel present in f|i'c.. technical installation that there is an urgent need for action, 

rOQ07] In an unmf>nned or only intermittently occupied control room, an audible 
alarm is inevitably oltfi.n unnoticed. 

fOOOSl I n commaTuJ! systems which make use of Internet technology, a connection 
from a control station -to a server computer in the command system is set up usually 
only when needed, fonV^xample in order to perform a control action or to assure 
oneself of the current .qpei^ting state of the technical installation. 

S uch command systems usually have no provision fot asynchrDnous 

transfer of messages ;f;r^>m ihe server computer to a client computer (control stadon in 
the command system ). 

r00091 Thus^sHFv>em^»4hflt, in such command systems, it is essentially possible to 

transfer only such me>!;^:ages/signaJs to a control station (client computer) as are 
waiting on the server computer at the time of a connection existing between the 
control station and tlje server computer, 

^ SXJMTViARY OF THE INVENTION 

rOOlOl ¥ he -An embodiment of the invention is therefore based on Ihe-ag^object of 
specifying a method ;jnd an apparatus for asynchronously transferring at least one 
message signal wh jr^improve the communication between a server computer and a 
client computer. . ' 

LOOlll F or the mecjiod, an embodiment of the invention achieves the object by 
m e oft g-u^a^of a metliM for asynchronously transferring at leastjone message signal 
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from a server computer to at least one client computer which compriseii the following 
steps: . VyV 

1. when the me^Wg? signal appears on the server computer, the message signal is 
assigned at least onevfu.Tther message signal, 

2. the further mf^5<sagc signal is written to at least one pipe which the server 
computer comprioe s inc ludes as a communication devicemefiW, 

3. the further nuissage signal is transmitted by ffieans-waxlof the pipe to at least 

one servlet which th^r .^rver computer e4»mpgi<;e &jncludAS - atid 

:'*■■>•';. 

4. the funher tru^s^age signal is transferred by B^eaM-wajLOf the scnrlet to the 

I. ' 

client computer via a transfer channel. 

k ' • 

[ 00121 In this case, an embQdiment_o_f_ the invention is based on the consideration 
that, in a server/clieiv f rchiiecture for a computer system, particularly when the 
transfer channel invalyed is the Internet, asynchronous transfer of messagesysignals 
from the server computer to the client computer is necessary in order to recognize all 
imponant signals/messages quickly and to identify ihem with certainty using the 
client computer. ' 5: 
*^ * 

rOQlSl I f there is tia such opponunity for data transfer, then the client computer 
can recognize such Hj gnals and messages as have already arisen on the server 
computer before a coanection has been set up between client computer and server 
computer only with di fficulty. and in particular cannot do so quickly. 

f 001 41 T he invc^nyj ve method now makes provision for the inessage signal, when it 
appears, to be assigned a further message signal and for the latter to be written to a 
pipe. Subsequently, fhe message signal is then not transmitted to the client computer 
directly, but rather iH^ funher message signal, which fflem frindicates t hat decoupling 
is achieved between 'the two saj^-signals, 
,i 

I n particul^Y' further message signal can also be used to transfer such a 
message signal to tlT^iplient computer as is no longer waiting on the server computer 
at all at the time of a;cpnneciion between the client computer and the server computer. 
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f 00 151 I n this reipecc, the message signal and the further message signal 
associated therewith decoupled in tenns of their laicr fate. 

r00l61 A pipe is.s ^jnown communication *Re4ns-dsxi£S.which is used {J«8«BB}fsE 
cfficieni communicajti-pn betv^een processes which take place within the same 
computer or on diff e.rV.i3.t computers connected by flaeww-way of a network. 

room I n addition ; an application software program making use of a pipe for 
communication doe? Tiot have to concern itself with details of t^c connection setup to 
a remote computerrrgy^ ^. This is because the known pipe conimuhication includes a 
customary client/ser.ve^ architecnire. with a process which generates a pipe client 
easily being able to carnmunicaie with a process which produces a pipe server. 

fOOlSI _I n line with 'the inventive meihod, the further message signal is transmitted 
to at least one servktiby meetf»visyj>f the pipe. The pipe is thus tho«ie«».deyicc 
used for communic ^tKvn in order to set up a connection between a process which 
produces the further luossage signal and a further process, namely the servlet. 

T he servlcxMs a software program on the server computer which is used to 
implement at least p^^j t of the functionality of the server computer. 

r00191 U sing a ser^r;lel affords, inter alia, the advantage that it remains resident in 
memory between varcmis requests to the servlet, which means that it is not necessary 
to reload and start tfee servlet. 

100201 F urthermore, there is only one instance of the segv?y -servlet, Tw 44his 
instance processes all requests simultaneously, which saves memory space and allows 
ihe servlet to process ,;:1:)ntinual data streams easily, 

f002n Finally. f..rrvlets ajne usually in the form of software modules which are 
created using the prQg ramming language Java and run within an application program 
on a server (which if.>lso where the name "servlet" comes from). Servlets are rhus not 
tied to one specific c)i«rnt/server protocol and are therefore independent of platform* 
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. li^ one advantageous refinement of an embodiment of_t he invention, the 
client computer €omp^>5ee-iiicludes_a^ Jea$i one communication software program 
which is used to set u],Ma connection to the servlet and which is used to execute an 
audio program, whici>/!.he server computer oomprwioo i nclades_a nd which is associated 
with the further Tnes<:a,fie signal, on the client computer. 

r00221 I n this cast' of this refinement o f an embodiment of - the invention, it is 
particularly possible",}]^, transfer message signals which trigger an audible signal in the 
technical installaticnilsynchronoosly to the client computer using the further message 
signal, in which case 'audible signaling takes place on the client computer. 

i; ! , 

r00231 T he communication software program connects to the servlet and evaluates 
the incoming data such that audible signaling takes place on the client compter if 
needed In ihis case, a conresponding audio program is executed on the client 
computer Depending on the priority and/or type of a received further message signal, 
a plurality of audio programs can be provided, which ffieftit^indicates that simple and 
rapid classification of the message signal is possible on the basis of the sound pattem 
of the respective audi.o program. 

r00241 Using thi{ advantageous refinement of the inventive method, the audible 
signaling customary iji- the prior art within a technical installation is transferred to a 
configuration of the $:pmmand system in which a control computer (client computer) 
is arranged outside the technical installation and the audible signaling takes place on 
this computer. 

*, 

f00251 t n another ndvantageous refinement^ a connection from the client computer 
to the server computer is set up only when needed. 

■'5 ' 

r0026] D uring operation of a technical installation, it is usually not necessary to 

maintain a continual. connection between a central computer in the command system 

* • I' 

and the control compurers?-^we e. This is because action is taken in the technical 
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installation from the />^>ntrol computer only intemitcently, or information regarding 
the operacing slate of;ibe. technical installation is needed only inteiroittently. 

* f i 

r00271 In the cas? of such an architecture and manner of operation for a command 
system, the advantag^exj of an inventive method for asynchronous data transfer become 
noticeable with parria;]?^ claricv > This is because, in particular, there is the assurance 
that even such messr^ii/^. signals as have already arisen before connection setup arc 
transferred with certai7>ty and quickly to the client computer- This overcomes at least 
one serious drawback . of known command systems in which no provision is made for 
asynchronous transf«\i'pf message signals. 

r00281 O ne particular advantage is that while the client computer is connected to 
the server computer, n-first access operation by the client computer to the server 
computer prompts a^^oommunication program which the servlet oomprisoo includes to 
start, and further accis^ operations by the client computer to th(e server computer 
prompt monitoring of whether swdrthe communication program is currently running. 

f00291 T his zllow i the servlet to transfer all arising message signals rapidly to one 
or more client computers using the corresponding further message signals without the 
need to load and srai^ .j^n auxiliary program each time there is access in order to 
transfer these data. Tbf communication program in this embodiment is thus a 
software program which is used lo read the data which are in the pipe, a first read 
access operation in vQ.lving the communicaiion program being set up and being kept 
active while a connection exists between client computer and server computer. 
Problems in reading'ci^ta which are in the pipe are recognized by flaefttw-wajLof the 
cited monitoring of the. communication program. 

• ■ 

L00301 Advantag<"f^i.islv, the communication program is used to transmit an 
identification infomvtion item for the pipe to the servlet. 

100311 Such "n^rn^d pipes'* can be used for particularly efficient communication, 

since it is possible to\connect to a desired pipe specifically usittg said pipe's ■ 
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identification information item. This identification infojmation item can oompria e 
include a descriptor (.7i!jame) and/or a software address for the pipe, for example. 

I ti one partidvilarly advantageous refinement of an embodiment of t he 
invention, the transf«?j; channel comprises at least part of the Internet and/or an 

intranet. v . 

. .-. ->• " 

r00321 In this y. i t is possible lo monitor a technical installatioti over almost 
unlimited distances, .^v* long as an Internet connection is possible between the client 
computer and server V^Tmputer, 

f00331 Since a mvl|iplicity of communication mechanisms have already become 
established in connecwti with Internet technology, a command system which makes 
U5e of such a distribuieid architecture is additionally relieved of the burden of 
communication tasks- relating to data transfer between the server computer and the 
client computer. Funjriermore, a client computer used in connecfiion with this 
embodiment needs, in essence, only to comprise a known web Wowser (thin client), 
The actual function rvli t^v of such a command system is implemented in the server 
computer, which is op/:rated as a web server, A popular transfer protocol which can 
be used in this embodbnent is the http protocol, which can be processed as standard 

'I 

by popular web bro^^rsers. 

P or cho Qpanratus. - thc obioct is Qohiovod in aooordonc e with - tho fOQturoQ of 
tho oQiTOQpotKiing i n^ c t p e nd e nt apparatus - c V aim. 

Adv(m ^ee,i5 9 r e fin e m e nt s of tin - appar ^ Kii s in aooordono e with the invofftion 

can be found In tho mrr coponding oubolaimfl - which r e f e r back to the ftpporo w a, 

Sinoo tf ^ irwjep end e nt - ^ppflnitu s claim and - thc > t: t ubolQim fl whieh or e 

dopondont thorcon - ^^jg.ntially corrocpond to forms of method oloim a already prosontod 

- *vr: 

v » ^hich rolaro to on pH- ' O^ r e petition i s disp e n s ed with ot - thig point ond referenc e is 

*j . • 

n>ado to th e gtoteme f irp ftnd e xplanations - given in relation to the invenlive - mcchod ond 
< h ese"e mbodimem 5? 

1 ■ 

I. ; ..- 
••» ■'' '' 
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BR rj^F DE SCRIPTION O F THE DRAWINGS 

r0034l The preseru' Invention wilJ become mo re fullv understood from the detailed 
description of prefei T ed embodiments given he reinbelow and the.accompaniin.g 
drawing. >vhich is g ive n by wav of il lui ^tratiQn oi t]y and thus is not Umlutive-Of.the 
present invention, a r^rl v yAercin: 

- - - An ojtem r-lf^ '7j' f^mbodinr^^'^ invnnt ' ian is illuflrmtod in moro detail 

f00351 The figure shows an apparatus in accordance with an embodimgnt of the 
invention with incoryjoration of the Internet. 

DETAILED O E SCRIPTTON OF THE PREFERB F.D KMBODIMENTS 

rQ0361 An app?.i^^,uis 1 in accordance with an embodiment of the invention 
eempwesinclffides, ?^s^ fundamental parts, a server computer 10, a transfer channel 17 
provided by the Intezpet and a number of client computers 15. 

r003Tl I n this c(M)f pxt, the communication between the server computer 10 and the 
client computer 15 i;. preferably handled by moawfr-iiay.of known communication 
mechanisms such ,^V^he bttp protocol. To link the chent computers 15 to the transfer 
channel 17, the cli,enr computers 15 each comprise a known web browser 60, 

;■'*' 

[00381 T he server computer 10 compri <> e9 -i nc ludes t he functionality of a known 

webserver. ^ . 

' .1, 

T he sen er computer 10 processes a number of server casks 20 which can 

compHSc - include one or more message signals 25 which need to be transferred to at 

least one client comp^iter 15. 
— 

LCKj3?l Such m^f^sage signals 25 can oomprig emclude, by way of example, alarm 
messages which arUewhen a technical installation is operated. 
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In this C3sc.; to transfer e«4-th_e_niessaee signals 25. at least one njessage 

.\ 

signal 25 is assignedi v 'least one further message signal 27, 28, 29 which is written to 

/■^ *' 

at least one pipe 35, -37, 39, 

[00401 A t least ao^.further message signal 27, 28, 29 has at least one associated 
audio program 62 \vb» ^^e sound content is characteristic of the corresponding further 
message signal, * . 

r004n T he sen'.eivcomputer 10 also oomprioQii includes a scrvlet container 30 
which compris e fi includes at least one servlct 40. 

■■*.*•'* 

[00421 T he furtbe!: message signals 27, 28, 29 arc transmitted to the 8ervlel40 by 
ffie&ft ^wav of the pi^ 35, 37, 39 and aie transferred to ar least one client computer 15 

via the transfer chao^^d 17, 

. . ,} 

100431 T he serMW,40 compticoo includes a communication program 70 which> 
while at least one cli^:nt compurer 15 is connected to the server computer 10, is started 
upon a first access o]:>eration by the client compute r. It is alsoi- gn44s-monitored upon 
further access operations in order to determine whether it is active, 

> i. - • 
1 .* 

" * 

r00441 It is therefore not necessary to load and start an auxiliary program during a 

A'- 

connection whenever there is access by a client computer 15 Instead, the 
communication pT'0|:.rnm 70 remains active during the connection and is continually 
monitored during tbe connection for its activity, which makes rapid error recognition 
possible. 

r00451 One or mp/>e client computers 15 have a sound reproduction device 64 
which oompriaosi p eludes . by way of example, a commercially available sound card 
and a loudspeaker ;l'He5e allow message signals 25 for which audible signaling is 
desired to be presefvi.p/J audibly on the client computer 15, 
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r00461 T he connccijon from one of the client computers 15 to ihe.server computer 
10 via the transfer chK?;ijiel 17 is set up on the client computer IS using a 
communication software, program SO^Hhe communication software program 50 
bettg-is.used to cont^VfJihe servlet 40. The communication software program 50 can 
preferably also be us/j^^fo execute the audio programs 62 associated with the server 
computer 10 on the c^fent computer 15; the communication software program 50 can 
in this case be part of U\e web browser and can contain known Internet 
commonication mecbenisms which are in widespread use. 


rOQ47l It can be sV'in that an apparatus in accordance with an embodimei)^ gf the 
invention can be usedtfpr asynchronous transfer of message signals, which becomes 

noticeable with particular advantage in the case of audible remote alarm raising over 

.. ■ * ■ 

the Internet, 

r00481 In cnmmnrv' an embodiment of the invention can be outlined as follows: in 
a client/server comp<ner architecture, it is proposed that a message signal (25) 
appearing on a servev-computer (10) be assigned a further message signal (27, 28, 29) 
and that the latter be written to a pipe (35. 37, 39) and transmitted to a servlet (40) on 
the server computei. (AO) by meaiw -wav o f the pipe. The further message signal (27. 
28, 29) is then transferred to a client computer (15) via a transfer channel (17) by 
laeaas -wav of the ser.vlet (40), 

r00491 O ne advam?ge of the inventive method and apparatus i$ris_ihat the message 
signal i frmav be decoupled from the corresponding fuither message signal, with the 
fate of the message si ^nal (25) after it has appeared no longer directly influencing the 
fate of the associated message signal (27, 28, 29). ^ 

rOOSOl Exemplary e m bodiments beine Chus described, it will be o bvious that the^s.ame 
may: be varied in ma av ways, Such variations arc not to be re garded as a departure 
from the soirit and sco pe of ihe presetit invention, and all such rpodifi ca nons as would 
be obvious t9 one studi ed in the art are intended to be included within the scope of the 
following claims. * » 
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